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CYBERSECURITY BASICS

THAT EVERY SMB
SHouLD KNOW
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LUSE A PASSWORD
MANAGER

BUT USE IT RIGHT....

MANY PEOPLE INSTALL PASSWORD
MANAGERS BUT DON’T ENABLE TWO-
FACTOR AUTHENTICATION (2FA) FOR

THEM.

THAT’S LIKE LOCKING YOUR FRONT DOOR BUT
ﬁ

LEAVING THE KEY UNDER THE MAT

PASSWORDS

.
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TRAIN EMPLOYEES
TO SPOT SOCIAL
ENGINEERING S>>

PHISHING ISN’T JUST EMAILS—
ATTACKERS USE PHONE CALLS,
TEXTS, AND EVEN LINKEDIN
MESSAGES TO TRICK STAFF.

REGULAR TRAINING HELPS BUILD A
—>
HUMAN FIREWALL.
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KEEP SDFTWAR&

AUTO-UPDATES

ON >>>

DELAYING UPDATES—EVEN FOR A FEW
DAYS—CAN LEAVE SYSTEMS
VULNERABLE.

ENABLE AUTOMATIC UPDATES FOR
>>> —> OPERATING SYSTEMS, BROWSERS, AND
ANTIVIRUS TOOLS.
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SEGMENT YOUR
NETWORK

DON’T LET EVERY DEVICE TALK TO
EVERY OTHER DEVICE. NETWORK
SEGMENTATIAON LIMITS THE SPREAD
OF MALWARE IF ONE SYSTEM GETS
COMPROMISED.
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CLEAN UP OLD

ACCOUNTS
>>>

FORMER EMPLOYEES’ ACCOUNTS CAN
BE EXPLOITED IF NOT PROPERLY
DEACTIVATED. REGULARLY AUDIT
USER ACCESS AND PERMISSIONS.
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SHADOW IT W

EMPLOYEES OFTEN INSTALL
UNAUTHORIZED APPS OR USE
PERSONAL DEVICES FOR WORK. THESE
CAN BYPASS SECURITY PROTOCOLS

AND INTRODUCE RISKS.
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BACKING UP DATA IS GREAT—BUT IF
THOSE BACKUPS AREN’'T ENCRYPTED,
THEY'RE VULNERABLE TO THEFT OR

BACKUPS

RANSOMWARE.
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SEEM LIKE A LOT?
YOu DON’T NEED TO
MANAGE YOUR IT
ALONE

S YOU DIDN’T START YOUR BUSINESS
TO BECOME AN IT EXPERT.

3, STOP WASTING TIME ON TECH ISSUES
AND START FOCUSING ON GROWTH.

GET PEACE OF MIND WITH EXPERT
SUPPORT, PROACTIVE PLANNING, AND
REAL PROTECTION.

CONTACT SBT
PARTNERS TODAY TO
STREAMLINE YOUR IT

SBTPARTNERS.COM
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