THE ANATOMY
OF A
PHISHING
EMAIL

HOW SMBS GET TRICKED-AND HOW TO STOP
IT.
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WHAT IS PHISHING?

Phishing is a type of cyberattack where criminals impersonate trusted
sources—Ilike banks, coworkers, or vendors—to trick you into giving up
sensitive information. These attacks often come in the form of emails, texts,
or fake websites designed to look legitimate.

WHAT ARE THEY AFTER?

e PASSWORDS
e CREDIT CARD NUMBERS

e COMPANY DATA

e ACCESS TO YOUR NETWORK

¢ Swipe

.



WHAT PHISHING
LOOKS LIKE

e A MESSAGE THAT LOOKS LEGIT: FROM A

BANK, VENDOR, OR EVEN YOUR BOSS.

e URGENT TONE: “ACT NOW!” OR “YOUR

ACCOUNT IS COMPROMISED.”

e SUSPICIOUS LINKS OR ATTACHMENTS.
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RED FLAGS TO

MISSPELLED DOMAINS (E.G.,

MICROSOFT.COM)

GENERIC GREETINGS (“DEAR USER”)

UNEXPECTED ATTACHMENTS

WHEN YOU HOVER-OVER LINKS, IT

DOESN’'T MATCH THE SENDER
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PREVENTION TIPS

HOVER OVER LINKS BEFORE CLICKING—CHECK THE

ACTUAL URL.

DON’T OPEN UNEXPECTED ATTACHMENTS.

VERIFY REQQUESTS BY CALLING THE SENDER DIRECTLY.

USE MULTI-FACTOR AUTHENTICATION (MFA).

KEEP SOFTWARE AND ANTIVIRUS UP TO DATE.
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REAL-WORLD
EXAMPLE

e AN EMPLOYEE CLICKED A FAKE INVOICE FROM A

VENDOR.
°© MALWARE IS INSTALLED.

= COMPANY LOSES ACCESS TO FILES FOR 3
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WHAT TO DO IF YOu
CLICK

DISCONNECT FROM THE NETWORK IMMEDIATELY.
NOTIFY YOUR IT TEAM OR PROVIDER.
DON’T TRY TO FIX IT YOURSELF.

CHANGE PASSWORDS AND MONITOR ACCOUNTS.
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GET PHISHING
TRAINING WITH SBT

DON’T LET ONE CLICK COST YOU
THOUSANDS.

UPGRADE YOUR MSP TODAY AT SBTPARTNERS.COM

YOUR FIRST LINE OF DEFENSE STARTS HERE.
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